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Abstract

In this paper, we propose an efficient authenticated key smartcards and other handheld computing devices:
Keywords: Elliptic Curve Cryptography, Wireless Sensor Networks.
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Implicit Certificate Generation Process

Elliptic curve implicit certificate is used to avoid the typical key management problem in pure symmetric-key based protocols. The elliptic curve implicit certificate scheme are used, because of the resulting low communication complexity, which is a dominant factor for low bit transmission channels in sensor networks as shown in Fig.1. This generation process takes processing time of merely 1115 ms for 1500 bits of key size.
[image: image1.emf]0 500 1000 1500

0

200

400

600

800

1000

1200

Processing Time  ----> msec

Key Size  ----->bits


Fig .1 Processing time versus key size for Implicit certificate generation process
RSA Based Aziz-Diffie Protocol

The Aziz-Diffie protocol is used when the user contacts a server over the vulnerable “air interface” of a typical sensor networks. Aziz-Diffie protocol uses signature authentication. It assures mutual assurance of key freshness to prevent replays of old messages being used to re-establish an “old”, possibly compromised, session key. Fig.2 shows that processing time of Aziz- Diffie protocol is 20.4 sec for merely 5120 bits of key size.  
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Fig. 2 Processing time versus key size for RSA based Aziz-Diffie protocol

Mutual Authentication and Key Agreement Protocol 

 Mutual authentication and key agreement protocol is used to establish an agreed key and session key between the user and security manager of sensor network which provides the authentication to encrypt/decrypt the message. Fig 3 shows that, for 1730 key size it will take processing time of 1350 ms to finish the authentication process.
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Fig.3 Processing time versus key size for Elliptic Curve Digital Signature Algorithm (ECDSA)

Proposed Hybrid Key Establishment Protocol

Simulation results shows that both Hybrid protocol require less processing time of 1350ms hence less power consumption of computing the link key. The hybrid key establishment protocol also achieves the least bandwidth requirements, as shown in Fig.4.
In real-time execution, the sensor is required to compute only one elliptic-curve scalar multiplication of a random point ,two elliptic-curve scalar multiplication of  fixed points, one symmetric key decryption, one modular multiplication, one modular addition, one hash, one key derivation and two random number generations. Further it requires only 760ms to process these protocol for key size 1437 bits. 
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Fig.4 Processing time versus key size for Hybrid key establishment  
protocol

Modified MSR-combined hybrid key establishment Protocol 
Reduction of computation complexity on sensor side is done, by using the Modular Square Root (MSR) technique to encrypt sensor’s link key contribution instead of using ECC cryptography. The attractiveness of MSR for wireless network application arises from its asymmetry. MSR requires the sending party to perform only a single modular multiplication, while the receiver performs exponentiation (needed to calculate the Modular Square Root).
In real-time execution of the MSR-combined hybrid key establishment protocol, the sensor is required to compute three elliptic-curve scalar multiplication of fixed points (two for verifying the ECDSA signature and another one for generating the ephemeral key), one symmetric key decryption, one modular multiplication, one number public key decryption and elliptic-curve scalar multiplication of a random point are all moved to the security manager side, which is more computational powerful. The total processing time at the sensor side is approximately 455 msec.
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Fig.5 Processing time versus key size for MSR-combined hybrid key Establishment protocol
4. Comparison of Simulation Results
Table 5.1 show that both our hybrid protocol and its MSR-combined version require less processing time hence less power consumption of computing the link key. The hybrid key establishment protocol also achieves the least bandwidth requirements, 
Table 5.1 Comparison of the different protocol
	Protocols

	
	Processing time
	Key Size

	Aziz-Diffie
	20.4 sec
	5120 bits

	ECMQV implicit
	1155 msec
	1478 bits

	ECDSA
	1350 msec
	1730 bits

	ECDHE
	1350 msec
	1796 bits

	Hybrid
	760 msec
	1437 bits

	MSR-Hybrid
	455 msec
	3682 bits


While its MSR-combined version has the least processing time but requires modest communication complexity compared with other public-key based key establishment protocols.
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